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Abstract: - A new method of creating random number series to be used as encryption keys is presented. It is based
on the symbolic dynamics of a class of discontinuous discrete maps. The ensuing keys have been successfully tested
by the application of the basic established commercial tests and are deemed suitable for use in encryption in large
scale networks such as the Internet, in a ‘one time pad’ type of communication protocol.
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INTRODUCTION

Security on the Internet is a big issue of today [1–
30], in the days of prospective wireless
communications, business transactions, e-learning, egovernment, e-health. The problem of encryption has
always been a major issue in large area communication
networks, as protection against illegitimate intruders,
eavesdroppers and hackers. In today’s Internet
environment, with its wireless services, large scale
economic transactions and all kinds of sensitive
information transfer, it has become the heart of
information security. As such, it has attracted the
attention of many researchers from various branches of
mathematics and physics [1-4], [5], [10], [16], [17],
[19-22], [30].
The method with the widest use is that of private
and public keys, following standards like DES, AES,
RC4, RSA as much as some modifications of
symmetric cryptography [31]. These systems are based
on the difficulty and complexity of calculations
involved in breaking the code and so provide
conditional security. They are breakable, given enough
time and computing power to the adversary
cryptanalysts. The same holds for all kinds of block
cipher type keys. Generally there is no mathematical
proof of absolute security for any encryption protocol
besides the well known Vernam, or ‘one time pad’,
protocol or others modern encryption protocols for
remote user authentication in Integrated Systems [33].

The application of Quantum Key Distribution
methods and protocols is a new arrival to the
networks of today [2], [20], [30] (and references
therein). It is based on the random processes of
quantum phenomena and is the most advanced
version of Vernam keys today.
Even in this modern form, QKD protocols, the
‘one time pad’ method is hardly suitable for a large
area digital network environment, such as the
Internet. The extremely large numbers of users, the
complexity of connection topologies and the variety
of services, platforms and applications requires a
flexible and adaptable method of routine
communications in order to be reliable and easy for
the majority of clients. All QKD protocols require
high technology, both expensive and unwieldy for
the average user.
In this work, the authors propose a method of
secure and easy communication similar in
appearance and advantages to the old Vernam ‘one
time key’ protocol but without the inherent problems
of the old method. It is based on the generation of
apparently ‘random’ binary keys, in the form of
symbolic series of a discontinuous discrete recursive
map [1], [3], [4], [19], [21].
The structure of this manuscript is as follows: In
Section 2, the theoretical study of our map is
presented. Then, in Section 3, the practical
application of the method is given and finally
Section 4 culminates with discussion and pointers
for further work.

1

2 DESCRIPTION OF THE MAP

added to the initial equations. The equations (1)
and (2) then take the form:

The authors have studied a family of discontinuous
maps, initially defined in two dimensions by the
equations presented below (see [1], [3], [4], [14], [15],
[19]):
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defined in a phase space of arbitrary dimension k.
Especially in two dimensions the equations are:
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where the function sgn ( x ) is defined as follows:
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The matrices A and B have the properties:
det(A), det(B) > 1 and they have no real eigenvalues.
As
a
particular
case,
the

 cos(φ ) − sin(φ ) 
 −1 0 
, Β =

 sin(φ ) cos(φ ) 
 0 −1

matrices Α = 

have been studied among others. In that case, the
map’s trajectories in phase space are mostly
periodic, although very complex non-periodic
trajectories have been predicted theoretically and in
some cases demonstrated by computer experiments
[1], [3-4], [19].
In this work, in order to make det(A)
significantly larger than one and therefore increase
the map complexity, a modulo function has been

where MOD is the Modulo function and the real
number p is usually taken equal to one.
In this later case, all trajectories are nonperiodic, in fact they indicate very little structure.
This is a starting point for the use of this map as a
pseudo-random number generator.
The general idea is to create an appropriate
symbolic dynamics from the map of equation (9),
transform it into a binary series and examine
whether it appears ‘random’ to a third party. If
there is a significant lack of apparent structure,
such a series may be used for a number of
applications, most important among them the
creation and distribution of encryption keys.
The creation of encryption keys and the
subsequent creation of encryption protocols must,
in this method, follow the outlines of the Vernam
‘one time key’ method. The idea is to exchange
information between two users so that subsequent
communications are carried out without further
exchange of information about the keys.
In the original application of the Vernam
protocol, the users obtain copies of a ‘one time
pad’ of keys, of specific number and key length.
The keys are marked for use at a specific date and
time and are used only once. If the keys are
random and the rule of one time use is strictly
obeyed, this is the only theoretically secure
method of communication.
Today’s technology offers a modern variation
of Vernam’s old method, in the form of quantum
key distribution (QKD). Already some methods
based on such protocols have become available
commercially. Although secure and reliable, the
method seems expensive, time consuming and
cumbersome, due to its making use of complex
and sophisticated optical equipment. Its
application to a world wide communication
network such as the internet appears impractical.
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Still, it is exactly in such networks, especially the
Internet, where a secure and fast method of
communication is absolutely necessary.
In a method making use of apparently random
keys, these problems are mostly solved. Not only the
creation and distribution of keys becomes easier and
simpler, since the only information needing to be
transmitted is the description of the exact initial map
and the initial conditions by which the keys are
created, but the users are given a variety of choices
of map forms and initial conditions distribution
methods, since, due to the simplicity of the initial
map and the small size of the set of initial
conditions, a large number of them may be stored,
each one creating a key of arbitrary length [1], [3-4],
[19].
In the following paragraph, a new method of
symbolic dynamics and subsequent encryption keys’
creation is presented, along with the theoretical and
statistical evaluation to which it has been submitted.

3
DESCRIPTION
OF
SYMBOLIC
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APPLICATIONS
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ITS
ITS

The creation of apparently random number
series must obey certain long established rules, in
order to be suitable for specific applications. In the
most interesting case, that of encryption keys, the
rules are especially well defined and stringent. First
of all, the series must be almost totally without
apparent structure. There are a lot of statistical
criteria and corresponding tests available [web sites],
[16], as well as some theoretical studies [12], also
leading to a form of tests. Next, the series must be
repeatable, in the sense of obtaining the same series
by starting with the same initial conditions. Finally,
the created keys must form a large enough key space
so that a brute force attack will make no sense and
the keys must be uncorrelated in the sense that
knowledge of one of them should not yield any
information about any of the others. This is
expressed as sensitivity to initial conditions: a small
change in the initial conditions should produce a key
totally different from the initial one.
The method chosen for the creation of the keys
was the following:

r

Each point x(n) of the map’s trajectory in
phase space is characterized by the appropriate
coordinates ( x1 ( n) x2 ( n) . xk ( n) ) . If one of
them is chosen and, as an example, its 10th decimal
digit is isolated, then the series to be used as
encryption key is created by the following rule: if
the digit is even, the corresponding series element
is 0. If the digit is odd, the corresponding series
element is 1.
The symbol σ (n) , to be used as a key
element, is defined by the following equation:

σ (n) = Mod{INT {1010 x1 (n)}; 2}
This way, a binary symbolic series of
arbitrary length is constructed. For every finite
time value n , corresponds a binary digit of the
key, according to the equation given above.
Our method generates a theoretically arbitrary
length of key series, starting from a small number
of initial parameters each time. The defining
equations, due to the discontinuous ‘step’ and
‘modulo’ functions they include, are especially
sensitive to initial conditions. As a result, the
space of different keys is extremely large. If the
dynamic system is defined by a ten dimensional
vector equation, then the number of different keys
may be of the order of 102000. As appropriate tests
have proven, there is no cross correlation between
the keys
The keys created by this new method have been
submitted to the NIST tests, as well as the
“Diehard” tests constructed by Prof. G. Marsaglia
[16]. These tests are available in the Internet. For
the tests, two hundred series, of one million bits
each, were prepared with the help of Java and
Assembly software written in house. Furthermore,
the keys were tested by the innovative method
presented to us by Dr. K. Karamanos [12] and
with his kind permission.
Also the keys were tested for sensitivity to initial
conditions by various transformation and cross
correlation software packages and also tested on
the modern method of nonlinear complexity by
Assist. Prof. N.Bardis [32]. The test execute at the
Department
of
Automation
Laboratories,
Technological Education Institute of Halkis.
The tests results so far were 100% successful
and are being continued. The final results will be
presented in a future, extended manuscript.
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4 CONCLUSION
Our work may be best summarized as follows:
•

•

•

•

•

•

•

We have a method to generate binary number
series of arbitrary length, to be used as
encryption keys in a Vernam type, ‘one time
only use’, encryption protocol.
The implementation of the key is the same as in
all ‘one time key’ applications. The key is added
bit by bit, by a XOR operation, to the
unencrypted binary file containing the message.
The receiver of the message applies the same
XOR operation to decrypt it.
Our keys are created by the use of a family of
discontinuous discrete dynamic systems and
their symbolic dynamics. Yet they appear as
‘random’ series of binary digits to a third party.
The apparent ‘randomness’, or, in other words,
the lack of any structure in the series has been
theoretically proven by topological arguments
and ascertained by appropriate statistical tests
Due to the above described property, the usual
problems of key distribution do not exist here.
The parameters required for the generation of a
key for each message can be included as part of
the previous message. No need for 'pads'
or repeated contacts of trusted persons.
In the above mentioned tests, more than two
hundred keys of a length of a million bits have
been tested by the most well known commercial
tests available. The NIST tests and those
published by prof. George Marsaglia are
included. Our keys have been 100% successful.
Therefore they are in principle suitable for ‘one
time key’ applications.
Our method generates a theoretically arbitrary
length of key series, starting from a small
number of initial parameters each time. The
defining equations, due to the discontinuous
‘step’ and ‘modulo’ functions they include, are
especially sensitive to initial conditions. As a
result, the space of different keys is extremely
large. If the dynamic system is defined by a ten
dimensional vector equation, then the number of
different keys may be of the order of 102000. As
appropriate tests have proven, there is no cross
correlation between the keys.
Due to the above properties, the method is
suitable for many Internet applications,
including e-mail encryption and possibly

wireless and mobile phone applications. If the
above arguments hold, the method will be
secure even against attacks applying massive
parallel processing, by the use of quantum
algorithms. This is because of the randomness
and the extremely large key space.
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